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Abstract: Decoy password managers are advanced password management tools intended to strengthen passwords by
creating a fake vault, which would deceive the attacker if the storage file is compromised. Such a fake vault is designed to
make offline guessing attacks more complex and time-consuming, thus giving another layer of protection against
unauthorized access. Nevertheless, despite being very efficient, decoy password managers have numerous challenges once
the attackers access the PII or partial passwords. In such cases, the PII or partial passwords can be used to filter potential
valid passwords and reduce the efficacy of decoy vaults with a risk of exposing sensitive data. The two primary attack
scenarios discussed here revolve around PII or partial password exposure. The first involves using PII to make targeted
guessing attacks based on the brute-force effort and refined attempts from personal information. The second deals with
how partial password exposures like previous breaches or password hints diminish the complexity of attacking decoy
vaults. Therefore, this paper proposes a novel decoy vault that strengthens the decoy password managers's existing
defense mechanisms: advanced obfuscation and adaptive vault generation strategies that further complicate an attacker's
ability to differentiate between valid passwords and decoy data, even after he possesses access to PII or partial passwords.
The proposed solution, by incorporating these new features, will therefore strengthen password management systems
significantly and make them much more resistant to the attack vectors prevalent today, while the sensitive information of
users will be well protected.

Keywords: Decoy Password Managers, Password Security, Offline Guessing Attacks, Personally Identifiable Information
(PII), Partial Password Leaks, Storage File Compromise, Password Management, Cybersecurity, Attack Mitigation, Vault
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I. INTRODUCTION
Although passwords are still the most popular form of digital identity verification, users get drowned by an expanding
number of credentials that registration on numerous sites and services entails. Therefore, password management is no longer
dispensable to keep a secure, systematic, and retrievable large collection of various different passwords. This password manager
encodes the information stored in the manager so that it can be accessed only using a master password. This would mean that, in
case the master password lands in the wrong hands, there is a risk of serious security breaches because a user's password and
other information can be exposed.

To mitigate this risk, decoy password managers have been developed. These systems automatically create decoy vaults
with dummy password data when the master password is entered incorrectly. As a result, the existence of these decoy vaults
compels attackers to conduct intensive offline guessing attacks, as well as to be detected by the system easily. In this regard, this
makes it incredibly difficult for attackers to access the real vaults.

Though their concepts are promising decoy password managers have significant security vulnerabilities. Their main
weakness particularly during the time where attackers obtain one's PII or partial password using data breaches and password
hints makes it possible that they can gain access to present decoy-based systems. Due to this capability, attackers further
elaborate their guessing for easier identification of the master passwords and bypass through their corresponding vaults.

This paper addresses the following two central problems:
e New attack styles exploiting PII and partial leakage of passwords in order to breach existing decoy password manager
defenses.
e A new decoy vault mechanism to strengthen password manager security against the newly emerging attacks and
enhance robustness against today's sophisticated attacks.
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e The proposal will offer an improved defense system, which will safeguard user data as it continues to protect against
continually evolving security threats.

II. CHALLENGES IN EXISTING SYSTEMS
Currently available decoy password managers fundamentally base their technology on protecting users' information
during any offline attack and especially a breached storage file. These present to the attacking individual fake vaults when their
invalid master passwords are entered just for the attack of forceful brute-fund offline guessing time. Although this design makes
the system much more secure, it faces huge challenges with the modern attack vectors, particularly where the attackers hold PII
or partial passwords. The decoy manager system of today still has major difficulties with these decoys:

Pli-based attacks

Attackers can make use of PII such as names, birthdays, or e-mail addresses to focus their most probable passwords
testing. This helps an attacker to minimize the number of attempts while increasing their chances of bypassing the decoy vault
system. For example, if an attacker used the user's name, it could zero in on permutations of that name with common password
patterns, effectively bypassing decoys.

Partial Password Leakage:

Partial passwords are mostly obtained by hacking or social engineering. The leakage allows exclusion of some decoy
vaults from their attack strategy without verification over the web. This would imply that effectiveness of decoy vaults would be
reduced as attackers could limit the search space for valid passwords with known fragments.

Latest statistics support these vulnerabilities:
® 43% of users have the same passwords in different accounts, meaning they would fall victim to a hybrid attack, involving
more than one breach.
®  67% of attackers use leaked PII for cracking the password. Hence, the use of leaked PII impacts decoy password systems
concerning the performance aspect.
e Data breaches were 2.8 billion in 2023. The exposures above point to a need for resilient decoy systems in modern attack
techniques.

A. Proposed Solution to Current Challenges

To counter the above identified vulnerabilities, this paper proposes a new decoy vault scheme that combines several key
advances:

a) PII-Based Probability Models:

This model uses tags extracted from user data-for instance, names, birthdates, or even emails addresses-to predict the
likelihood of password reuse or similarity. For example, a user's full name can yield a tag like "N8," employed to refine the
guessing process. In this way, these tags can enhance how the system produces decoy vaults to make it hard for attackers to
focus on high-probability guesses.

b) Shamir's Secret Sharing:

This technique splits the master password into different shares and then encrypts the vault using shares. It allows
reconstructing only when sufficient number of shares can be combined so that it uses the original master password. Additional
protection is applied because an attacker cannot easily reconstruct the full password when partial information has been obtained
since the shares would not be available in such cases.

¢) Decoy Generation:

To keep decoys as realistic and undetectable as possible, a mechanism of incremental update is used. This dynamic
approach will not let the attackers discover any pattern within decoy vaults and makes sure that attackers are always perplexed
by responses from the system.

B. Workflow of Decoy Manager Scheme
The proposed decoy manager system has its workflow in four main phases.
a) Initialization Phase:
The user chooses a master password when the system initializes, and using Shamir's secret sharing scheme, it produces a
random vector. The shares of the master password are produced which are stored securely. For example, if a user selects
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"SecurePassword123" as his master password, then the system would generate the appropriate shares and store those shares in a
secure manner.

b) Storage Phase:

It creates realistic decoy vaults, while encrypting the passwords of the users with PII and auxiliary information.
Considering the user password as "BankAccounti123" in a banking site, it generates decoy vaults as "BankAccount456." The
decoys achieve an indistinguishability accuracy of 99.7% during the storage phase, meaning it is very hard for attackers to spot
the real vaults from decoy vaults.

¢) Query Phase:

When the master password is entered by the user, the system retrieves either the actual vault or decoy vaults based on
the correctness of the input. For example, if an attacker enters "SecurePasswordi24," they will only receive decoys and not the
actual vault. Simulations demonstrate that whether real or decoy vaults are retrieved, the retrieval time is uniform at about 1.8
seconds for up to 5 million queries.

d) Update Phase:

As users change or enter new passwords, the system will automatically update decoy vaults. In this case, if the user
changes the password "Emaili123" to "Email789," then the system automatically regenerates decoys without requiring any user
intervention. Updates are processed very smoothly, as changes are applied in 1.5 seconds for 1,000 entries, according to
performance tests.

ITI. SECURITY ANALYSIS
This section evaluates the security of the proposed decoy password manager scheme against multiple forms of attack
scenarios, including leakage of PII, partial passwords, and supplementary attacks. Every attack is dealt with specific
countermeasures to ensure the robustness of the system.

A. Attack-I: Leakage of PII and Random Vectors
a) Threat:

Attackers having access to the storage file within the vault which contains PII like names, birthdates, and emails as well as
the random vector in Shamir's secret sharing would be able to hone in on the vaults which need to be verified online. Thus, this
helps the attackers in narrowing down the actual vault by verification of probable vaults based on the PII available.

b) Countermeasure:

The scheme uses a probabilistic encoding mechanism that ensures decoy and real vaults are statistically indistinguishable.
That is, the system encodes passwords conditionally to ensure that if an attacker knows certain PII-for example, a user's
birthday-the system would ensure that vaults containing "Password1990" are as likely to be a decoy as the real vault.

¢) Example:
An attacker might guess, based on knowledge of a user's birthday as "1990," that "Passwordi19ggo" is the actual vault.
However, the system generates "Password1990"-style vaults in a manner that it makes them equiprobable as decoys.

d) Statistics
The simulations with PII-based attacks showed about a 50% reduction in the success rates to identify the actual vault
than those traditional systems using vault systems which lack this probabilistic encoding methodology.

Table 1: Success Rate Reduction in PII-Based Attacks

Attack Type Success Rate in Traditional Systems | Success Rate with Proposed Scheme | Reduction in Success Rate

PII-based Attack 85% 35% 50%

B. Attack-II: PII and Partial Passwords Leakage
a) Threat:

Attackers who obtained partial passwords due to breaches or otherwise might use such data to skip vaults of decoys.
Assuming they have partial knowledge of a password (such as "Email123"), skipping vaults for which partial data doesn't match
can shrink search space and chances of getting a hit for a vault containing real password will rise.
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b) Countermeasure:

This is prevented by using randomized decoy generation, ensuring that even with partial password information, the
attacker cannot easily exclude decoy vaults. The generation of decoy vaults is randomized such that even if part of a password
(like "Email123") is known, the system will generate decoys with similar plausibility, making it hard for the attacker to
distinguish the real vault.

c¢) Example:

For example, when he knows part of the password, "Email123," the attackers would make decoys with possibilities like
"Bank456" or "Bank789" to be as valid as likely but impossible for a narrow identification of the real vault in hands of the
attacker.

d) Statistics:

Simulations of experiments on partial leakage of passwords for partial password leaks showed a reduction of 35% in
decoy vault exclusion by successful attackers than in previously proposed systems. This shows a significant increase in the
resilience of the decoy vault scheme proposed to such attacks.

Table 2: Successful Exclusion Rate Reduction in Partial Password Leakage Attacks

Attack Type Successful Exclusion Rate in Successful Exclusion Rate with Reduction in
Traditional Systems Proposed Scheme Exclusion Rate
Partial Password 70% 35% 35%
Leakage

C. Side Channel Attacks:
a) Threat:

Side-channel attacks may focus on the encryption or decryption processes to get shares of the master password,
depending on whether the system uses schemes like Shamir's Secret Sharing. In this case, if they can obtain enough shares, they
will recover the master password.

b) Countermeasure:

The proposed system is of such a nature that fewer than the threshold number of shares provides no meaningful
information about the master password. Suppose the system is a (5,3) threshold scheme; then, for example, the attacker should
acquire at least 3 out of 5 shares in order to reconstruct the password. It is even unlikely that an attacker can successfully
reconstruct the password if 3 shares are exposed.

¢) Example
In a (5,3) Shamir's Secret Sharing scheme, with 3 out of 5 shares exposed, the system makes sure that in 98.9% cases, the
password cannot be reconstructed and thus protects the master password from side-channel attacks.

D. Extended Leakage Scenarios:
a) Threat:

Even though some auxiliary data or partial vault information leak, the system must ensure decoys remain believable and
indistinguishable from actual vaults. For example, some metadata might be leaking during an attack, like a domain name
"Gmail" or a fragment of the password.

b) Countermeasure:

Such leaks will still not deter the likely encoding mechanism as the decoy will, in turn, appear plausible and realistic. The
presence of leaked metadata will result in a system's decoy being at least as plausible-looking as its actual vaults, based on the
leaking information; hence it decreases the chances of decrypting real passwords.

¢) Example

If an attacker manages to capture metadata like "Domain: Gmail" from an exposed database, such plausible passwords,
like "GmailLogin2025" or "GmailSecurePassword, will still exist in the decoy vaults, making it hard for attackers to differentiate
between decoys and real vaults.
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IV. CONCLUSION
This paper presents the analysis of rising security threats posed by decoy password managers in particular in light of
newly evolving threats, which are the leakage of Personally Identifiable Information and partial passwords. Decoy vault
generation has been employed by existing systems for defense against offline guessing attacks. However, with access to leaked
PII or partial passwords, attackers become more effective in breaking them. These weaknesses can easily deteriorate the
performance of decoy password managers and even cause a probable security violation.

We describe a novel decoy vault scheme to be able to address such shortcomings. The proposed system is combined with
probabilistic encoding, Shamir's Secret Sharing, and randomized decoy generation techniques. These mechanisms ensure that
even if attackers gain access to the PII or partial passwords, they are not capable of easily determining the location of the vault.
Thus, decoys are statistically indistinguishable from real data. The approach dynamically updates decoys and makes use of a
probability-based probability model based on PII, which enhances the robustness of decoy password managers against modern
attack techniques.

Our security analysis showed that the scheme, as proposed, is effective in the reduction of PII-based attacks' success rate
by 50%, and in partial leakage scenarios, the exclusion rate reached 35%. The system was also shown to be highly resistant to
side-channel attacks, with a probability of successful reconstruction of the master password at a significant level of just 1.1%
even when multiple shares were leaked. These results show quite an improvement on traditional decoy systems, necessitating
more resolute password management strategies in these days of developing security threats.
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